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Duke Kunshan University’s Policy on Research Data Management  
 

Adapted from Duke Policy on Research Data Management, revised by Duke Kunshan Research Policy 
Committee, and approved by University Faculty on April 20, 2016, and adopted by the Board of Trustees 

of the University, effective June 7, 2016 
 

Part 1: Research Data Security 

 
1. Purpose 

 
It is important that all research data are reasonably and appropriately managed to main-
tain data integrity, availability, and when required, confidentiality to protect against acci-
dental or unauthorized access, modification, disclosure and destruction.   
 
As stewards of Duke Kunshan University’s resources, all faculty, researchers, staff, and 
students are expected to exercise sound judgment to collect and use research data pru-
dently and ethically.  Additionally, various foreign, national, and provincial laws impose 
obligations on Duke Kunshan.  Grants and contracts may impose requirements for the 
protection and preservation of associated research data.  Special consideration to re-
search data is warranted, as some research data may be classified as public and open, 
while other research data may require greater protections due to the sensitivity of the 
data. 
 
This policy is not intended to impede the use or sharing of unrestricted (e.g. public) re-
search data, but rather to provide the framework for determining where controls are re-
quired for sensitive or protected research.  Any mention of data in this policy refers spe-
cifically to research data. 
 
While every reasonable effort has been made to document the appropriate protections 
and responsibilities for research data, it is possible that a specific case or issue may not 
be addressed or may raise a question.  In such a case, the department or user is strongly 
encouraged to contact the Office of the Vice Chancellor for Academic Affairs (VCAA) for 
assistance to determine the appropriate course of action.1 
 

2. Policy Statement 

 
Research Data Classification Standards 

                                                        
1 IT Security Office, Duke University. (2015, Oct.). Data security policy. Retrieved 
from https://security.duke.edu/sites/default/files/documents/Data-Security-Pol-
icy-10-2015.pdf. 

https://security.duke.edu/sites/default/files/documents/Data-Security-Policy-10-2015.pdf
https://security.duke.edu/sites/default/files/documents/Data-Security-Policy-10-2015.pdf
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Each user is responsible for knowing Duke Kunshan’s research data classification standard 
and the associated risks in order to understand how to classify and secure research data.2  
 
Properly protecting research data is a fundamental obligation that is grounded in the val-
ues of stewardship, integrity, and commitment to the providers and sources of the data. 
This policy is particularly focused on the protection of research data that are confidential 
by reason of applicable law and regulation, agreements that cover the acquisition and use 
of the data, and University policies.3 
 
To protect research data appropriately and effectively, the University’s researchers, Data 
Stewards, Data Managers, the Research Policy Committee, and Information Technology 
Director must understand and carry out their responsibilities related to data security.   
 
The following security levels (described in more detail, with examples, in Appendix A: Data 
Classification Table) reflect the basic principle that as the risk associated with the research 
data increases more exacting security requirements must be implemented: 
 
Level 5 - Extremely sensitive information: Information that would cause severe harm to 
individuals or to the University if disclosed.  
 
Level 4 - Very sensitive information: Information that would likely cause serious harm to 
individuals or the University if disclosed. 
 
Level 3 – Sensitive, or confidential information: Information that could cause risk of ma-
terial harm to individuals or the University if disclosed. 
 
Level 2 - Benign information to be held confidentially: Information the University has 
chosen to keep confidential but the disclosure of which would not cause material harm. 
 
Level 1 - Non-confidential research information: Public information4 
 
Research Data Access & Usage 
Consistent with its classification, research data shall be accessible to authorized users to 
fulfill their duties and responsibilities.   
 
Research Data Maintenance & Disposal 

                                                        
2 IT Security Office, Duke University. (2015, Oct.). Data security policy. 
3 Office of the Provost for Research, Harvard University. (2014, Fall). Harvard re-
search data security policy (HRDSP). Retrieved from http://vpr.har-
vard.edu/pages/harvard-research-data-security-policy  
4 Office of the Provost for Research, Harvard University. (2014, Fall). Harvard re-
search data security policy (HRDSP). 

http://vpr.harvard.edu/pages/harvard-research-data-security-policy
http://vpr.harvard.edu/pages/harvard-research-data-security-policy
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A user with authorized access to research data will maintain the security (confidentiality, 
integrity and availability) of the data, consistent with Duke Kunshan requirements.  When 
research data classified in Level 3, 4, or 5 must be disposed of that disposal must, to the 
extent permissible under law, be done in a manner that renders it unrecoverable. 
 
Research Data Procedures 
All Data Stewards at Duke Kunshan must document their procedures and other require-
ments that pertain to the security of the research data for which they are responsible.  
This documentation must comply with all Duke Kunshan standards regarding research 
data management.  
 
Possession of, access to, or storage of any research data that are classified as Level 3, 4 or 
5 requires the advance review and approval of the Data Manager and Data Steward.   
 
Incidents 
Any security incident, or suspected security incident, involving a Duke Kunshan system, 
particularly containing research data classified in Level 3, 4, or 5, must be reported imme-
diately to the Office of the VCAA.   
 
Violations 
Any violation of law or other applicable policies, standards or contracts may result in cor-
rective action up to and including dismissal or termination. 
 
Definitions of Terms 
An individual may fulfill the responsibilities of more than one position.  Data Stewards 
and Data Managers also qualify as users with regard to fulfilling their duties on behalf of 
Duke Kunshan.  Definitions of roles such as Data Steward, Data Manager, Researcher, and 
User are given in Appendix B: Definition of Terms.5 

 
3. Scope  

 
This policy applies to all research data stored on Duke Kunshan’s communications re-
sources, whether those resources are individually controlled, shared, stand-alone, or net-
worked. It applies to all computers (including mobile devices) and communications facili-
ties owned, leased, operated, or provided by Duke Kunshan, or that are otherwise con-
nected to Duke Kunshan’s communications resources. This policy also applies to all per-
sonally owned devices used to store, process, or transmit such research data. 
 
This policy applies to all research data regardless of the storage medium or format (e.g., 
disk drive, electronic tape, cartridge, disk, CD, DVD, external drive, paper, fiche, etc.) and 

                                                        
5 IT Security Office, Duke University. (2015, Oct.). Data security policy. 



 

 4 

regardless of form (e.g., text, graphic, video, audio, etc.), physically housed at Duke Kun-
shan University or stored remotely under the management of Duke Kunshan researchers. 
6 
 
This policy applies to researchers and research team members who obtain, access or gen-
erate research data, in particular confidential information, and all data collected, stored, 
or processed by university staff or by third parties via contractual agreements with uni-
versity departments or other organizational groups. The policy applies regardless of the 
source of funding for the research. 
 
The policy also applies to Data Stewards, in assisting researchers in identifying and as-
sessing data confidentiality risks, and to Data Managers and Information Technology Of-
ficers working with researchers and research team members to ensure implementation 
of the security controls for the requirements of the security level designated for research 
data.7 
 

4. Roles and Responsibilities 

 
Duke Kunshan University researchers (faculty, visiting scholars, post-doctoral fellows, 
other fellows, staff, and students), departments and schools that conduct research and 
the relevant research oversight bodies, information security officers and sponsored pro-
grams offices have defined roles and responsibilities.  
 
A.  Researchers:  
Researchers are responsible for: 

1. Identifying confidentiality and research data security obligations, based on laws, 
regulations, policies, and binding commitments such as data use agreements and 
participant consent agreements. 

2. Identifying the appropriate research data security level for research data, except 
in cases where this responsibility lies with the Data Steward. 

3. Creating and maintaining data documentation, implementing the security controls 
corresponding to the requirements of the data security level and developing and 
following a data security plan and procedures over the course of their projects.  
 

B.   Data Stewards: 
A Data Steward is responsible for: 

1. Assessing research data security risks associated with the research within their 
purview and assigning data security levels for the data. 

2. Establishing procedures, in collaboration with the Data Manager, to set security 
levels, either on a project by project basis, or by category of research data. 

                                                        
6 Office of the Provost for Research, Harvard University. (2014, Fall). Harvard re-
search data security policy (HRDSP). 
7 IT Security Office, Duke University. (2015, Oct.). Data security policy. 
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3. Informing researchers about data security risks and working with them to set ap-
propriate data security levels.   

 
C.  Data Managers:  
A Data Manager is responsible for: 

1. Assisting researchers with implementation of appropriate security controls in ac-
cordance with the level assigned by the Data Steward or specific controls outlined 
in a Data Use Agreement (DUA).  

2. Reviewing DUAs for information security controls specified by a data provider.  
3. Consulting the Duke University IT Security Office (ITSO) and OIT Global Technology 

Services’ liaison regarding any proposed research uses of Duke University IT re-
sources supplied to Duke Kunshan.  

 
D.  Office of the Vice Chancellor for Academic Affairs (VCAA) 
Duke Kunshan’s Office of the VCAA is responsible for implementing this policy by: 

1. Working with Data Stewards, Data Managers, and other research oversight bodies 
to identify research data security risks and set data security levels. 

2. Working with researchers and Duke Kunshan IT, and Duke University IT as appro-
priate, to foster awareness and understanding of the policy. 

3. Periodically reviewing adherence to the policy8 
 

5. Procedures 

 
Procedures to implement this policy will be developed and maintained by the Office of 
the VCAA, in consultation with Duke Kunshan IT, Data Stewards, and other research over-
sight bodies as appropriate. 
 

  

                                                        
8 Office of the Provost for Research, Harvard University. (2014, Fall). Harvard re-
search data security policy (HRDSP). 
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Part II: Research Data Storage 

 
1. Purpose 

 
Research data must be properly stored at all stages of the research life cycle in order to 
ensure that it is reasonably and appropriately managed to maintain integrity, availability, 
and when required, confidentiality to protect against accidental or unauthorized access, 
modification, disclosure and destruction.  The level of security and the type of storage 
needed should be determined by the sensitivity of the research data. 
 
The Duke Kunshan Security Policy defines a 5-level categorization schedule for research 
information and the minimum protections required for each level.  The basic principle of 
this policy is that more exacting storage measures must be followed as the information 
risk posed by a research project increases.   
 

2. Policy Statement 

 
To protect research data appropriately and effectively, the University’s researchers, Data 
Steward, Data Manager, research oversight bodies, Information Technology Director, stu-
dents, and staff must understand and carry out their responsibilities related to data stor-
age.  Each user is responsible for knowing Duke Kunshan’s research data classification 
standard and for using the appropriate storage options in order to ensure that the re-
search data is properly secured.   
 
This Research Data Storage Policy applies to any confidential research data classified in 
Levels 2-5 in the Data Classification Table.   
 
Confidential Information 

 Confidential research data in any form must be appropriately protected. 

 Confidential research data in any form must be appropriately disposed of when it 
is no longer needed after the required retention period as described in the Duke 
Kunshan Policy on Research Records. 

 Any actual or suspected loss, theft, or improper use of or access to confidential 
research data must be reported promptly to the Duke Kunshan IT Director and the 
Office of the VCAA. 

 
For All Users with Research Data classified in Level 2, 3, 4, or 5: 

 Confidential research data must only be accessed for authorized purposes. 

 Confidential research data must only be shared with those authorized to receive 
it. 

 All devices (including desktops, laptops and mobile devices) storing or processing 
confidential research data must meet Duke Kunshan device protection require-
ments. 
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For All Research Data in Physical/Paper Format in Level 2, 3, 4, or 5: 

 Access must be limited to those persons with valid reasons to access the research 
data. 

 Research data must be locked up when not in active use. 

 Any physical transfer of research data must use means that are appropriately se-
cure and such transfers must be tracked to confirm that they actually reached the 
intended recipient. 

 Destruction of research data must be accomplished by means that make it impos-
sible to reconstruct the records after the required retention period as described 
in the Duke Kunshan Policy on Research Records. 

 

3. Scope 

 
The following policies apply to the specified level of classification of research data:  
 
Level 2: Information the University has chosen to keep confidential but the disclosure 
of which would not cause material harm. 
Level 2 information includes unpublished research work, patent applications and work 
papers, drafts of research papers, and intellectual property not in Level 3 or 4; and infor-
mation classified as Level 2 by the Institutional Review Board (IRB). 
 
User Devices 

 Configuring Storage Devices: All devices must be configured for secure storage, 
transport, and disposal of confidential research data.  

o All user devices must be configured for secure operation and to limit access 
to the specific person or persons authorized to use the device. 

o Research data stored on the device must be protected against access if the 
device is lost or stolen. 

o Client applications on the device that might be used to access or transfer 
confidential research data must be configured to protect their communi-
cations. 

o Upon disposal of the device, research data stored on the device must be 
protected to guard against access 

o Any actual or suspected loss, theft, or improper use of a device storing 
confidential research data must be reported promptly. 

 

 
Level 3: Information that could cause risk of material harm to individuals or the Univer-
sity if disclosed.  
 
User Devices 

 Research data designated Level 3 must not be stored on user devices, or portable 
media, unless the device or media is encrypted. 
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On Systems 

 Research data designated Level 3 may only be used, stored or processed on serv-
ers or services (such as file sharing or collaboration services, cloud-based email 
services, cloud-based backup and recovery services, etc.) that meet applicable 
Duke Kunshan data protection requirements. 

 
Research Data in Physical/Paper Format 

 Level 3 research data can be faxed to a non-public fax machine only if arrange-
ments have been made so that the intended recipient will take the copies off the 
machine immediately upon receipt. 

 
Field Collection Security Requirements  
In the field, any collection of Level 3 research data must adhere to strict security proto-
cols. The protocol(s) to be used must be approved by the appropriate authority.  
Some examples include:  

 Computer based collection in the field of Level 3 research data may only be done 
by saving the collected information to an encrypted disk or an encrypted thumb 
drive. 

 The research data should be transferred to a secure server as soon as practical. 

 Level 3 research data must remain encrypted until it is on a Level 3 system. 

 Level 3 research data must be promptly and properly erased (i.e. overwritten) 
from the computer or media used to collect the Level 3 research data once the 
transfer has been completed and verified.9 

 

 
Level 4: Information that would likely cause serious harm to individuals or the Univer-
sity if disclosed. 
 
User Devices 

 Research data designated Level 4 or higher must not be stored on unencrypted 
user devices, including portable devices. Level 4 research data may be stored on 
portable encrypted media.  (See note below about collecting Level 4 information) 

 
On Systems 

 Research data designated Level 4 or higher may only be used, stored or processed 
on the Duke Kunshan Protected Network (DKPN) or on an alternative, Duke Kun-
shan-hosted or –approved alternative system. 

 
Research Data in Physical/Paper Format 

 All access to records containing Level 4 must be documented. 

                                                        
9 Exception can be made for the duration of the project, with the written approval of 
the Data Steward and with appropriate safeguarding for access and confidentiality. 
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 Level 4 research data can be faxed to a non-public fax machine only if arrange-
ments have been made so that the intended recipient will take the copies off the 
machine immediately upon receipt. 

 
Field Collection Security Requirements  
In the field, any collection of Level 4 research data must adhere to strict security proto-
cols. The protocol(s) to be used must be approved by the appropriate authority.  
Some examples include:  

 Computer based collection in the field of Level 4 research data may only be done 
by saving the collected information to an encrypted disk or an encrypted thumb 
drive. 

 The information should be transferred to a secure server as soon as practical. 

 Level 4 research data must remain encrypted until it is on a Level 4 system. 

 Level 4 research data must be promptly and properly erased (i.e. overwritten) 
from the computer or media used to collect the Level 4 information once the 
transfer has been completed and verified.10, 11 

 

 
Level 5: Information that would cause severe harm to individuals or the University if 
disclosed. 
Level 5 research data includes individually identifiable information which if disclosed 
would create risk of criminal liability, loss of insurability or employability, or severe social, 
psychological, reputational, financial or other harm to an individual or group.  Level 5 in-
cludes research information classified as Level 5 by the IRB. 
 
Level 5 research data present a unique set of challenges and a Duke Kunshan Protected 
Network (DKPN) (or Duke Protected Network) must be used to store research data that 
are classified at this level.12  Duke Kunshan IT and Duke ITSO will review any research 
project requiring or requesting DKPN access to ensure it is an appropriate environment 
for the request and that the DKPN can meet any project-specific contractual requirements 

                                                        
10 Harvard University. (2015). Information security requirements for all level 5 envi-
ronments. Retrieved from http://policy.security.harvard.edu/files/it-secu-
rity2/files/information_security_requirements_level_5_environ-
ments_11.12.14.pdf?m=1416344714 
11 Exception can be made for the duration of the project, with the written approval of 
the Data Steward and with appropriate safeguarding for access and confidentiality. 
12 Duke Kunshan devotes its best efforts to ensure the implementation of data secu-
rity and management from Level 1 through Level 4. At the date of approving this pol-
icy, Duke Kunshan is on its way to developing the necessary means and infrastructure 
to implement Level 5. Faculty are advised to consult the IT Director and Office of the 
VCAA if the faculty member may generate from his/her research or acquire from a 
third party research data which may be classified in Level 5. 

http://policy.security.harvard.edu/files/it-security-2/files/information_security_requirements_level_5_environments_11.12.14.pdf?m=1416344714
http://policy.security.harvard.edu/files/it-security-2/files/information_security_requirements_level_5_environments_11.12.14.pdf?m=1416344714
http://policy.security.harvard.edu/files/it-security-2/files/information_security_requirements_level_5_environments_11.12.14.pdf?m=1416344714
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for data security. Duke OIT and Duke Kunshan IT will draft and implement supporting doc-
umentation.  This policy will be used when documenting the DKPN to prospective data 
sources.13 
 
Operational Security Requirements  

 There must be a written list of the individuals or the categories of people (e.g., 
research assistant, lab administrator) that are permitted to have accounts on the 
Level 5 systems ("the access policy") or otherwise have access to the data on port-
able media; the names or categories must be disclosed to the appropriate author-
ities.  

 Users must only have access to the confidential information through their individ-
ually assigned (non-shared) user accounts.  

 Only the applications that are actually required to support the services used in 
connection with the Level 5 data can be run on the servers.  

 Servers must enforce Duke Kunshan standard password complexity rules.  

 Confidential information placed into or taken out of the Level 5 server, in what-
ever form/way it may be (e.g. over a network, on portable storage, etc.), must be 
encrypted.  Only designated super-users (e.g., Researcher or Data Manager) will 
be granted the ability to store or remove data; all other authorized users must 
work with the data within the DKPN. 

 All portable media (including magnetic media such as portable disk or thumb 
drives and non-magnetic media such as optical disks or paper) containing Level 5 
information must be encrypted or locked in a safe, which is in a physically secure 
room, when not actually in use.  

 Servers and the applications must be designed so that passwords cannot be re-
trieved by anyone (including system administrators). (This should include a mech-
anism to ensure that access requires two-factor authentication, including the 
Duke Kunshan NetID plus a second-factor time-based code.)  

 Interactive access to servers must be logged. The logs should include the identity 
of the user, the time and the function (login or logout).  

 Users' access to Level 5 data or servers must be removed if they no longer have a 
reason under the access policy to access the information (e.g., they change jobs 
or leave the university).  

 There must be a documented practice to ensure that any actual or suspected 
breach is promptly reported to the IRB, the IT Director, and the Office of the 
VCAA.14 

                                                        
13 OIT, Duke University. (2016, Jan. 30). Abstract: Design of Duke Kunshan Protected 
Network environment. 
14 Once an actual or suspected breach is reported, the Office of the VCAA will over-
see the investigation. 
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 Level 5 research data is not permitted to be stored on any user computer or port-
able computing device (e.g. laptop, PDA, or smartphone). (See note below about 
collecting Level 5 information)  

 Backup records containing Level 5 information must be encrypted.  

 Disposal of electronic Level 5 research data must be by overwriting the infor-
mation or by physically destroying the media.  

 Disposal of unused or broken disk drives for Level 5 research data storage must be 
by overwriting the information or by physically destroying the media.  

 Duke Kunshan employees working with any kind of confidential information 
should undergo information security training at least annually.15  
 

Field Collection Security Requirements  
In the field, collection of Level 5 research data must adhere to strict security protocols. 
The protocol(s) to be used must be approved by the appropriate authority.  
Some examples include:  

 Computer based collection in the field of Level 5 research data may only be done 
by saving the collected information to an encrypted disk or an encrypted thumb 
drive. 

 The research data should be transferred to a secure server as soon as practical. 

 Level 5 research data must remain encrypted until it is on a Level 5 system. 

 Level 5 research data must be promptly and properly erased (i.e. overwritten) 
from the computer or media used to collect the Level 5 research data once the 
transfer has been completed and verified.1617 

 

4. Storage Options  

 
Users are responsible for ensuring that the appropriate storage option is secured and 
used for any research data.  Specific storage options may be further determined by uni-
versity affiliation and size of data files.  Questions about affiliation or file size limits should 
be directed to the Duke Kunshan IT Director. 
 
The following chart outlines which services are appropriate for use with research data 
classified in Levels 1-5:18 

                                                        
15 Harvard University. (2015). Information security requirements for all level 5 envi-
ronments. 
16 Harvard University. (2015). Information security requirements for all level 5 envi-
ronments. 
17 Exception can be made for the duration of the project, with the written approval 
of the Data Steward and with appropriate safeguarding for access and confidential-
ity. 
18 Adapted from OIT, Duke University. (2015). Data services and data classification. 
Retrieved from https://security.duke.edu/sites/default/files/Services_Data_Ma-
trix_2015.pdf  

https://security.duke.edu/sites/default/files/Services_Data_Matrix_2015.pdf
https://security.duke.edu/sites/default/files/Services_Data_Matrix_2015.pdf
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Service Level 5 Level 4 Level 3 Level 2 Level 1 

Duke OIT Common In-
ternet File System/ 
Network File System ( 
Home Drive Service 
(US-hosted) 

No No With ap-
proval* 

Yes Yes 

Duke OIT- or Dept.- 
Hosted File Shares 
(US-hosted) 

No No With ap-
proval* 

Yes Yes 

Duke/Duke Kunshan  
Asia-Pacific File Shares  
(Singapore-hosted) 

No No With ap-
proval* 

Yes Yes 

Duke Protected  
Network  
(US-hosted) 

No No With ap-
proval* 

With ap-
proval* 

With ap-
proval* 

Duke Kunshan  
Protected Network  
(PRC-hosted) 

With ap-
proval* 

With ap-
proval* 

With ap-
proval* 

With ap-
proval* 

With ap-
proval* 

Duke Shared Cluster Re-
source (DSCR) 

No No With ap-
proval* 

Yes Yes 

Duke University 
SharePoint 

No No With ap-
proval* 

Yes Yes 

Duke’s Tableau In-
stance 

No No With ap-
proval* 

Yes Yes 

Duke’s Wiki No No With ap-
proval* 

Yes Yes 

*With approval from the Duke Kunshan IT Director and Data Manager. 
 
Use of Cloud Services 
The following chart outlines the Duke Kunshan/Duke services appropriate for use with 
research data classified in Levels 1-5. 

Service Level 5 Level 4 Level 3 Level 2 Level 1 

Duke’s Box Service No No With ap-
proval* 

Yes Yes 

Duke’s Qualtrics  
Service 

No No With ap-
proval* 

Yes Yes 

Duke’s Microsoft 
OneDrive Service 

No No With ap-
proval* 

Yes Yes 

Amazon Web Ser-
vices (AWS) 

No (except 
AWS-Bei-
jing, re-

quires ap-
proval) 

No (except 
AWS-Bei-
jing, re-

quires ap-
proval) 

With ap-
proval* 

Yes Yes 
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*With approval from the Duke Kunshan IT Director and Data Manager. 
 
Duke Kunshan Protected Network 
Several research initiatives at Duke Kunshan require storage of sensitive/restricted data.  
Chinese laws and regulations may require some of this research (e.g., personally identifi-
able health information) to be stored within the PRC, which makes storage in the U.S. 
and/or Singapore undesirable. 
 
Users of the Duke Kunshan Protected Network (DKPN) and Duke Protected Network 
(DPN) accept the policies and terms of use established for that network. For each research 
activity, a Data Steward is identified as responsible for maintaining contractual and/or 
legal obligations for data protection.  An Administrator is also designated by the Data 
Steward to manage groups, and therefore, provision access to their project, directly. The 
Data Steward and the Administrator may be the same person.  
 
Duke Kunshan IT and Duke ITSO will review any research project requiring or requesting 
DKPN access to ensure it is an appropriate environment for the request, and that the 
DKPN can meet any project-specific contractual requirements for data security.  
 
Supporting documentation will be drafted by Duke OIT and Duke Kunshan IT, and re-
viewed by Duke Kunshan and Duke research stakeholders and the ITSO, to be used when 
documenting the DKPN to prospective data sources.   
 
Duke Office of Information Technology (OIT) will maintain the overarching environment 
(servers, systems, GPO design, etc.) and Duke Kunshan IT staff will be responsible for re-
questing researcher Virtual Machines (VMs), assigning researchers/staff appropriate ac-
cess to VMs, auditing/reviewing server access log reports for compliance, and managing 
the secure load of data to and from the environment. 
 
While the DKPN provides a reasonable environment for security, it will not meet every 
type of condition and restriction that can be commonly found in research contracts.  The 
DKPN will address many, including country of data domicile (PRC), restricted physical ac-
cess to systems (data center), management of end user systems to install updates and 
ensure security, secure password environment, restricted access to data store, separation 
of servers holding confidential data, logging of access rights, and IT access approval pro-
cess. 
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Appendix A: Data Classification Table19 

Level Data Classification and Examples 

5 Information that would cause severe harm to individuals or the University. 

 Research information classified as Level 5 by an IRB or otherwise required to be 
stored or processed in a high security environment and on a computer not acces-
sible from the public Duke Kunshan data networks 

 Certain individually identifiable medical records and genetic information catego-
rized as extremely sensitive 

 National security information (subject to specific government requirements) 

 Passwords and Duke Kunshan identifiers that can be used to access confidential 
information 

4 Information that would likely cause serious harm to individuals or the University if dis-
closed. 

 High Risk Confidential Information (HRCI) and research information classified as 
Level 4 by an IRB 

 Personally identifiable financial or medical information 

 Information commonly used to establish identity that is protected by state, fed-
eral, or foreign privacy laws and regulations, including laws requiring data to be 
domiciled within the People’s Republic of China (PRC). 

 Individually identifiable genetic information that is not Level 5 
Note: Research data that must be stored within the PRC must be classified as Level 4 or 
Level 5. 

3 Information that could cause risk of material harm to individuals or the University if dis-
closed. 

 Research information classified as Level 3 by an IRB 

 Student information or records 

 Duke Kunshan personnel records (employees may discuss terms and conditions of 
employment with each other and third parties) 

 Institutional financial records 

 Individual donor information 

 Other personal information protected under privacy laws not classified as Level 4 
or Level 5 

 Building plans and information about the University’s facilities 
Note: By definition, Level 3 research data is not required by Chinese law or regulation to 
be stored within the PRC.   

                                                        
19  Harvard University. (2013, July). Harvard data classification table. Retrieved from 

http://files.vpr.harvard.edu/files/vpr-documents/files/data_classification_ta-
ble_abridged_7.23.13_0.pdf  
 

http://files.vpr.harvard.edu/files/vpr-documents/files/data_classification_table_abridged_7.23.13_0.pdf
http://files.vpr.harvard.edu/files/vpr-documents/files/data_classification_table_abridged_7.23.13_0.pdf
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2 Information the disclosure of which would not cause material harm, but which the Uni-
versity has chosen to keep confidential. 

 Unpublished research work and intellectual property not in Level 3 or Level 4 

 Research information classified as Level 2 by an IRB 

 Patent applications and work papers, drafts of research papers 
Note: By definition, Level 2 data is not required by Chinese law or regulation to be stored 
within the PRC.   

1 Public information. 

 Research data that has been de-identified in accordance with applicable rules 

 Published research 

 Published information about the University 

 Course catalogs 

 Directory information about students who have not requested a FERPA block 

 Faculty and staff directory information 
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Appendix B: Definition of Terms20 
 

Data Steward The individual(s), (Principle Investigator and/or Institutional Re-
view Board) ultimately responsible for determining the sensitivity 
of the data, who can access it, and how it should be protected.  

Data Manager Typically an IT administrator responsible for providing or recom-
mending IT resources that appropriately secure data to the direc-
tives of the Data Steward. Data managers should have a good 
working knowledge of how to securely manage systems and appli-
cations. 

Data Use Agree-
ment 

Data Use Agreements are legally binding contracts between the 
university and another executing party providing for the transfer 
of data from the provider organization to the recipient organiza-
tion 

Data User The individuals who have been approved by the Data Steward to 
access the data. They are responsible for their access to the data, 
including the security of the account and any data they may ac-
cess or possess. 

Researcher Research data may go through all classifications during the cycle 
of research. Researchers are responsible for understanding the re-
quirements for data security at each stage of the research. Ulti-
mately, the researcher is responsible and accountable for securing 
data in their possession, including following the standards promul-
gated by the Data Steward and using only those IT resources ap-
proved by the data manager for their project. 

Principal Investi-
gator (P.I.) 

The P.I. is considered the Data Steward for the data in his or her 
project.  

Student Students involved in research are to follow the research protocols 
and security requirements and processes. 

IT Staff IT staff are not usually Data Stewards, so their responsibilities fol-
low the Data Steward's designation and requirements. 

 

                                                        
20 IT Security Office, Duke University. (2015, Oct.). Data security FAQ. Retrieved from 
https://security.duke.edu/sites/default/files/documents/Data-Security-FAQ-10-
2015.pdf 
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